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Infroduction

o Goals:

o Investigate the leakage of private
information to third parties

o Mobile Welsites

o Leakage via HTTP Requests
o What sensitive information leakse
o Who does it leak to¢
o How does it leake




Infroduction to Web
Tracking




MOTIVATION I )

First-Party
(Amazon)

Interaction
Third-Party

(Doubleclick)

o “56% of 120 popular sites in our study (75% if
you include user ids) directly leak sensitive
and identification information o third party

aggregators.”

Privacy Leakage vs. Protection Measures: The Growing
Disconnect by Balachander Krishnamurthy, et al.




Third Party Leakage

GET http://ad.doubleclick.net/adj/...radio;ag=30;
ond=1;zip=12201;artist=R53599;genre=rock;...
Referer http://www.amazon.com/...

Example of information leakage through the GET URL

GET

http://ad.doubleclick.net/21=76548&sz=200x250...

Referer

http://www.amazon.com/hserver/age=30/zip=12201/g
ender=M/...

Example of information leakage through the Referer




Krishnamurthy's Previous Work

Desktop Mobile

Online Socidl
Network
(OSN)

Non-OSN




Krishnamurthy's Results of
Desktop Web Tracking

Leakage of Personal Information Via Web Sites Across Categories

Action
Sites w/ Account View/
Direct | Create Login/ Edit Input  Sens.
Category Leakage | Account Navig. Profile Content Search
Health 9 0 1 0 0 9
Travel 9 0 1 0 0 9
Employment 8 0 2 2 7 0
OSN 7 0 3 3 0 0
Arts 7 0 3 4 1 0
Relationships 7 0 3 2 2 0
News 5 0 5 0 0 0
PhotoShare 4 3 3 0 1 0
Sports 4 1 2 0 1 0
Shopping 3 0 2 0 2 0
AgeGroups 2 0 1 1 0 0
VideoGames 2 0 1 1 0 0
Tot. Sites/Cat.| 67/12 | 4/2  27/12 15/6 14/6 18/2




Foundational Work




Project Setup

o Data Gathering Methodology
o What types of sites do we look ate
o How do we choose specific sitese

o How do we ensure consistency across our
data set?¢




Categories

Health (Stephen)

o

Shopping (Yipu)

J

Travel (Amandaq)

Relationships (Zach)




Choosing the Websites

o Alexa
o Ranks sites via popularity and use

o Qur Criteria:
o One of the top ranked sites
o Does not require payment for registration
o U.S. Based, Website in English
o Not an Online Social Network (OSN)




Websites Chosen

Health

nih.gov
webmd.com
mayoclinic.com

ncbi.nlm.nih.gov/
pubmed

myfithesspal.com

Relationships
okcupid.com

pof.com
kiss.com

datehookup.com

friendfinder.com

Travel
agoda.com

expedia.com
booking.com

hotels.com

tripadvisor.com

Shopping
amazon.com
ebay.com
netflix.com

walmart.com

cvs.com




Test User

o Meet Mathew Lamar

Anderson

o User Naome: LambDUHyhn

DOB: 9/12/1988

E-mail: lambduhyhn@gmail.com
Likes: Batman, Eric Clapton, Sushi

Also contained information about
social habits, drug and alcohol use,
dating profiles and lyme disease

o
o
o
o



mailto:lambDUHyhn@gmail.com

Data Collection &
Analysis




Model / Experiment Setup /
Tools Used

Mobile Device Computer & Fiddler The Internet

o Utilize the computer as a proxy server for the mobile
device

o Fiddler allowed us to intercept, save and analyze the
collected data




Web Crawls

o Each Crawl followed a
set of procedures

o Act like a normal user Ly
} o Create Accounts i) 2670 | e | s f
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Upload photo '
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o Navigate Pages s
o Edit Profiles e e
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o R e C O rd O C -I- I O n S I n O Lose up to 3x more with the support of friends, than those who Gt

diet alone.

roadmap document PN 6 - |

ROMANCE
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i | Fiddler Web Debugger o |2 |[=
File Edit Rules Tools Wiew Help GET /book
@8 Wing Config () 4 Replay X - b Go ‘ Stream [k Decode Keep: All sessions ~ &5 Any Process 33 Find Save | &) @ & Browse ~ @ Clear Cache T TetWizard | [ Tearoff | MSDN Search.. (@ x
# Result  Protocol Host URL Al & statistics | & Inspectors | £ autoResponder | [# Composer | [7] Filters | [E] Log | = Timeline |

€¥853 200 HTTP www.myfitnesspal.com  fexercise diary/lambd... IHeaders | TextView | WebForms | HexWiew | Auth | Cookies | Raw | JSON | XML |

|Z|854 200 HTTP secure-au.imrworldwide.com  fcgi-bin/m?d=gorilana. .. RequUes aade .
GESS W0 M saxusesstamazon-adsys.. [e/dtbbidisc=1052%... GET /gampad/ads gdfp_req=18comelator=252551203986577040wtput 5son_himidcalback=callback Proxy&impl=fif&iu=":2F1033141%2Fca-pub-

|Z|856 200 HTTP www.google-analytics.com [ utm.gif?utmwy=5.... B033683427063754 . 2Fexercisediary_728¢908sz=728x904cookie=| D% 30260 A 9cfb 434 72cf L 3ATLID 13823967457 3A5

Elss7 00 HTTP www.google-analytics.com  /__utm.gif?utmwy=5.... %3DALNI_MZ6aRN3P4nXjrudtAStSajaz ROYyQalimt=13823367624dt=138235367628534cc=1008biw=10248bih=1554&0id=38adx=14B4ady=1934adk=34396247034qut
%858 200 HTTP bads.q.doubledick.net ,fg_ dfads?adfp =y 28oe=utf-88ifi=18u_tz=-3608u_his=B8u_java=truedu_h=12808u_w=7688u_ah=12808u_aw=7688u_cd=248ash=08ud=http L 3A% 2F L 2Fwww myfitnesspal com

N “42Fexercise % 2Fdiary%2Fambduhyhn &ref=http % 3A%2F % 2Fwww myfitnesspal.com
i 859 204 HTTP b.scorecardresearch.com /b?c1=28c2=1547633...
|Z|860 200 HTTP d34yn1tavczyl.doudfront... fassetsfigueryuijui-bg... ‘
. i 4 5 i * [

%861 200 HTTP pubads.g.doubledick.net  fgampad/fads?gdfp_re... :mep:;npph;.ah?nﬁ_avadsc;p; [7a=0.8

%862 200  HTTP us-ads.openx.net  fw/1.0fjstag Aﬁpt{amumgel-g;pi.lse =

@863 304 HTTP media.admob.com  fformats/templates.js UA-CTJU' ::Mag ’

Elsss 200 googleads.g.doublecick.net  fsimgad/14355671017... User-Agent: Mozila/5.0 (compatible; MSIE 10.0; Windows Phone 8.0; Trident/s.0; IEMobile/10.0; ARM; Touch; NOKIA; Lumia 920)

@865 304 HTTP pagead?2.googlesyndication...  fpageadfimages adcH-... Cookies / Login

4 #8866 200  HTTP cm.g.doubledick.net  fpush?dient=ca-pub-3... 5 Cookie

[&] 867 302 HTTP connexity.net fcjcse?a=0Q8&B=2d&go. .. = id

%868 200  HTTP go.realvu.net fflip/2/c=IZ_r=Realvu... 221c93dea70 10058 | 366046 1/1275799/15340 |t=1376779021 |et=730 |cs =002213fd4539c 297 14ee96b4c 2

{15869 200  HTTP us-ads.openx.net fw/1.0/acj?0=843984... DNT: 1

|E| 870 200 HTTP Tunnel to  urs.microsoft.com: 443 Miscellaneous

IZlB?l 200 HTTP cm.g.doubledick.net  fpixel?google_nid=con... | Referer: http:/fwww.myfitnesspal. com/exerdse fdiarylambdubyhn I

i 872 204  HTTP csi.gstatic.com  jcsi?v=38s=gmob&act... o =R =

€¥873 200 HTIP us-u.openx.net  fw/1.0/pd?plm=3&ph... Transport

Elsr4 200 HTTP us-ads.opem.net  jw/L0friPts=1fHIhaW. .. Connection: KEEF"NWE_

Es7s 20 HIE cLrfiub.net joreative/452317_634... Host: pubads.g.doubledick.net

|Z|8?6 200 HTTP secure-us.imrworldwide.com  fcgi-bin/m?ci=usrocke. ..

%8?? 200 HTTP inw-655.inw-rtb1.rfihub.com /bnjmbk.js?ai=462317...

[N 878 302 HTTP p.brilig.com  fcontact/bct?pid =fabs. ..

@8?‘3 502  HTTP syndication.mmismm.com /mmtnt.php?mm_pub=...

%880 200 HTTP adadvisor.net  fadscores/g.js?sid=92...

(& 881 200  HTTP Tunnel to  urs.microsoft.com: 443 Responseis encoded and may need to be decoded before inspaction. Click here to transform. |
®882 e ELriinoEt (SRR ERIEE Get Syntaxiiew | Transformer | Headers | TextView | ImageView | HexView | WebView | Auth | Caching | Cookies | Raw | JSON |
[M 883 302 HTIP ox-m.d.chango.com  fmjox

[El a4 200 HTTP openx.admailtiser.com fmatch?mrbyus=true&. .. ek |

%885 O p.rfihub.com ‘r"“?if‘=mb=25 The SyntaxView Inspector displays syntax-highlighted HTML, Script, CSS, and XML. If you're a web developer,

886 302 HTTP a.rfihub.com fca.gifrb=930&ca=2... you'll want this add-on.
%88? 200 HTTP go.realvu.net  [fflipf2fc=IZ_r=RealVu...
: i ) v
(m RAR NI HTTR rm 1 Aruhledice net inivellannale nid=rfif Pounlaacllane irerall YU ROV
Learn more about SyntaxView and other Inspector add-ons...

< All Processes 1/2,857  http:/fpubads.g.doubledick.net/gampad ads?adfp_req=1&correlator =2525512039865770&output=json_html&callback=callbackProxy&impl=fif&iu="%2F 1033141%2Fca-pub-8033653427063754%: 2Fe




Method for Analyzing Dato

1. Create alist of possible Search Terms:

earehiems Username | Email___| Zip Code _

username email Zipcode

2. Search all packets for .
un em Zip

leakage of each term
user mail postal
. uid lambduhyn@ ostalcode
3. Investigate matches gmon_cozn P
o Isit a third party? LambDUHyhn 80203

o Can we prove it is
leakage?




Results




Number of First Party Sites Who Leaked

Relationships

Attributes Leaked per Category

Travel Shopping Health

Page Title (Lyme)
= Ocupation
= Family
m Education
mBody Type
m Search Terms
1 Search Sex Seeking
= Travel Dest. / Search Term
m Category
E [tem Number
= Email
m Gender
mTimezone
m Latitude Longitude
m Zipcode
m State




woo ppIIeq
WO NZIA

WO upwig

woo poluUN

woD aAIasiUDND
woo1oyaN|q

WOD BUNLIBAO

woo IeBoupwWplsSIA
WO DIPBWS|DSDD
woo 1o8loiduodigni
Woo g

WO XL
WOD00Qga00)

WOD QOMIXBIU0D

WO JSSI|IDWPD

WOD WSl

woo obupyd

WOD SPIMPHUOMIUI
wooBIug

woo olsb

WO SXUPD

WO NA|DSI
JauAlIxauuod

WOD UOIDDIPUAS-9]6000
WOoD qowpPD
Jauxuado

WO UL PNOID

WO SPIMPHUOMIUI
WO WaLSASP-UOZOWD
WOD'sAS-BuIAIoS

WO 8uopapun

woo uiny

WO 8)sNJ}

woo AlADIB
JoUUDpPMID

WO BUISILISAPD
wooopwgnd

woo gnyiu

Wwo2 | apoowl
Jauxuado

WO Dl|2IMau
BUDIO8IgNoP
woo'|joiulod

WO Patosjoidajospo
WOoD solJAIpuD-9|Bo0b
w02 'younasal

Third Parties

Number of First Parties who Leaked to Third Parties (Health)

Yo} < ™ N
solIDd Jsiid

1
0




Number of First Parties who Leak to Each Third Party '
(Shopping)

w

First Parties

N

vi.ebaydesc.com dev.virtualearth.net
Third Parties




Number of First Parties who Leak to Each Third Party

(Travel)
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Third Parties




Number of First Parties who Leaked to Third Parties '
(Relationships)
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Third Parties




Number of Sites Who Leaked These

Aftributes

N

w

N

Attributes Leaked Per Crawl Stage (Health)

Account Creation Page Navigation Search Edit Profile

m Username
H Timezone
m Search Term

m Page Title (Lyme)




Attributes Leaked Per Crawl Stage (Shopping)
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Number of Sites Who Leaked These

Atributes

N

w

Attributes Leaked Per Crawl Stage (Travel)

Account creafion Page Navigation Search Editing Profile Account Specific
Creation

m City

m State
mZip

m Lat Lon

m Search Term




Attributes Leaked Per Crawl Stage (Relationships)
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How Each Attribute Was Leaked (Health)

I

3
m Both GET and Referer
m Referer

2 m GET URL

Number of Sites Who Leaked These
Atributes

Username Timezone Search Term Page Title (Lyme)




How Each Attribute Was Leaked (Shopping)

N

w

m Both GET and Referer
m Referer
= GET URL

N

Number of Sites Who Leaked These
Atributes

Lat Lon ltfem Number Category




How Each Attribute Was Leaked (Travel)
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How Each Attribute Was Leaked (Relationships)

m Both GET and Referer
m Referer
= GET URL
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Future Work

o More data, more sites, more crawls

o Does the information leaked change for older
user accountse

o Encrypted arguments

o Many packets contained encrypted data that
we suspect has leakage but cannot prove

o Cookies

o How do cookies interact with GET/Referer
leakage?

o Linking between third parties
o Do third parties share information about us?




Conclusion

Summary of Leakage by Category

Health Travel Shopping Relationships
Category

100
20
8

o

7

o

6

o

5

o

4

o

3

o

2

o

Percentage of First Party Sites

o

m Krishnamurthy  ® Our Study

Our results for private information leakage in a mobile platform
are comparable to Krishnamurthy's results from his previous study
on a desktop platform for various non-OSN categories.




Questions®e
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